COMMONWEALTH OF PENNSYLVANIA

PENNSYLVANIA PUBLIC UTILITY COMMISSION ~ Exhibit 1

P.0. BOX 3265, HARRISBURG, PA 17105-3265
ISSUED: August 18, 2006

IN REPLY PLEASE
REFER TO QUR FILE

C-20066397 et al

SUZAN DEBUSK PAIVA ESQUIRE
VERIZON PENNSYLVANIA INC
1717 ARCH STREET 32N
PHILADELPHIA PA 19103

ACLU of Pennsgylvania, et al.
V.
AT&T Communications of PA, LLC, et al.

TO WHOM IT MAY CONCERN:

Enclosed is a copy of the Initial Decision of Administrative Law Judge Charles E. Rainey, Jr. ~This
decision is being issued and mailed to all parties on the above specified date.

If you do not agree with any part of this decision, you may send written comments (called Exceptions) to
the Commission. Specifically, an original and nive (9) copies of your signed exceptions MUST BE FILED
WITH THE SECRETARY OF THE COMMISSION 2™ FLOOR KEYSTONE BUILDING, NORTH STREET,
HARRISBURG, PA OR MAILED TO P.O. BOX 3265, HARRISBURG, PA 17105-3265, within twenty (20}
days of the issuance date of this letter. The signed exceptions will be deemed filed on the date actually received
by the Secretary of the Commission or on the date deposited in the mail as shown on U.S. Postal Service
Form'3817 certificate of mailing attached to the cover of the original document (52 Pa. Code §1.11(a)) or on the
date deposited with an overnight express package delivery service (52 Pa. Code 1.11(a)(2), (b)). If your
exceptions are sent by mail, please use the address shown at the top of this letter. A copy of your exceptions must
also be served on each party of record. 52 Pa. Code §1.56(b) cannot be used to extend the prescribed period for
the filing of exceptions/reply exceptions. A certificate of service shall be attached to the filed exceptions.

If you receive exceptions from other parties, you may submit written replies to those exceptions in the
manner described above within ten (10) days of the date that the exceptions are due.

Exceptions and reply exceptions shall obey 52 Pa. Code 5.533 and 5.535 particularly the 40-page limit for
exceptions and the 25-page limit for replies to exceptions. Exceptions should clearly be labeled as
"EXCEPTIONS OF (name of party) - (protestant, complainant, staff, etc.)".

If no exceptions are received within twenty (20} days, the decision of the Administrative Law Judge may
become final without further Commission action. You will receive written notification if this occurs.

Encls.

Certified Mail
Receipt Requested
jeh
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PENNSYLVANIA PUBLIC UTILITY COMMISSION

ACLU of Pennsylvania, et al.
A
AT&T Communications of PA LLC
ACLU of Pennsylvania, et al. |
V.
Verizon Pennsylvania Inc.
ACLU of Pennsylvania, et al.
v.
Verizon North Incorporated
ACLU of Pennsylvania, et al.
. ,
CTSL LLC
ACLU of Pennsylvania, et al.
V. |
ARC Networks Inc.
CWA District 13/Terrance T. Tipping
V. |
Verizon Pennsylvania Inc.
CWA District 13/Terrance T. Tipping
| \2

Verizon North Incorporated

C-20066397

C-20066398

C-20066399

C-20066401

C-20066404

C-20066410

C-20066411



CWA District 13/Terrance T. Tipping

V. : C-20066412
Verizon Select Services Inc.

CWA District 13/Terrance T. Tipping

v. | ' C-20066413

AT&T Communications of PA LLC

INITIAL DECISION

Before
Charles E. Rainey, Jr.
Administrative Law Judge

HISTORY QOF THE PROCEEDING

1. ACLU Complaints

On May 24, 2006, American Civil Liberties Union of Pennsylvania, Penmsylvania
Coalition Against Domestic Violence, HAVIN, Inc., William Way Community Center, AIDS
Community Alliance of South Central PA, Common Roads, Alyce Bowers, Katherine Franco,
Lynne French, Louis M. Gehosky, David M. Jacobson, Rev. Robin Jarrell, Stephanie Parke,
Marie Poulsen, Gregory Stewart, Barbara Sutherland, Francis Walsh, Michael Wol_f and John
| Wolff (collectively referfed to herein as “ACLU”) filed a formal complaint against AT&T
Communications of Pennsylvania (AT&T), Verizon Pennsylvania Inc. and Vernizon Noi‘th Inc.
~ (collectively referred to herein as “Verizon™), CTSL, LLC (CTSI) and ARC Networks Inc. d/b/a
" InfoHighway Communications (InfoHi ghway)! with the Pennsylvania Public Utility

! ACLU’s complaint was also filed against United Telephone Company of Pennsylvania d/b/a
Embarq Pennsylvania (C-20066400), Denver & Ephrata Telephone & Telegraph Company (C-20066402) and
Buffalo Valley Telephone Company (C-20066403). However, by letters filed July 12, 2006, ACLU witadrew the
complaint against Denver & Ephrata Telephone Company and Buffalo Valley Telephone Company. And by letter
filed July 17, 2006, ACLU withdrew the complaint against United Telephone Company of Pennsylvania. The
Cormission treated the letters as petitions for leave to withdraw the complaint as to those respondents, and whenno -
timely objections were filed, the Commission closed the cases as fo those respondents.
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Commission (Comrhission) pursuant to 52 Pa. Code §§5.21(Formal complaints generally) and
63.135 (Customer information)®. ACLU alleges that it believes that respondents violated 52 Pa.
Code §63.135 by voluﬁtarily discldsing to the National Security Agency (NSA) (without
requiring the production of a search warrant or court order), the pérsonal calling patterns of
millions of Pennsylvania telephone customers, including telephone numbers called, and the time,
date and direction of calls. The Commission’s Secretary’s Bureau divided the complaint into
separate complaints against each of the named telecommunications carriers, and assigned each
complaint a separate docket number. The Commission’s Secretary’s Bureau then served a copy
of the complaint on each of the named respondents. See. 66 Pa.C.S. §702 (Service of complaints |

on parties).

On June 20, 2006, AT&T filed an answer and preliminary objection in the nature
of 2 motion to dismiss the complaint at docket number C-20066397. On June 21, 2006, AT&T

filed an affidavit as a supplement to its answer.

On June 20, 2006, Verizon filed in regard to the complaints at docket numbers

C-20066398 and C-20066399, preliminary objections and a “response”.

On June 20, 2006, CTSI filed at docket number C-20066401 an answer and “new

matter directed to complainants” and “new matter directed to co-respondents™.’

Filed at docket number C-20066404 on June 21, 2006, is a letter in liew of an
answer, authored by Jeffrey E. Ginsberg, the Chairman of InfoHighway.

On June 26, 2006, ACLU filed a letter requesting a 10-day.extension of time to
file responses to the motions of AT&T and Verizon.? On June 26, 2006, ACLU filed a letter
stating that AT&T had no objection to its request. By Notice dated June 27, 2006, the parties

2 In the complaint, ACLU actually refers to these Sections as being under the Public Utility Code.
However, they are not. The Public Utility Code provides the Commission’s statutory authority, and those statutes
are found vnder Title 66 of the Pennsylvania Consolidated Statutes. The Sections referenced by ACLU are
Comimission regulations found under Title 52 of the Pennsylvania Code.

3 ACLU’s Jetter also requested an extension of time to respond to prclmnnary objections filed by
Denver & Ephrata Telephone & Telegraph Company and Buffalo Valley Telephone Company. Howsver, as
previously noted, ACLU subsequently withdrew its complaint as to those companies.




were informed that ACLU’s request for an extension of time was granted and that answers to the

motions were required to be filed on or before July 17, 2006. On July 14, 2006, ACLU filed

responses to the motions.

On August 2, 2006, AT&T filed a “Supplement” to its motion to dismiss the
complaint at docket number C-20066397.

I. CWA Complaints

On May 24, 2006, District 13 of the Communications Workers of America and its
Assistant to the Vice President, Terrance T. Tipping, (collectively referred to herein as “CWA”)
filed formal complaints against Verizon (including Verizon Pennsylvania Inc., Verizon North
Tne. and Verizon Select Services Inc.) (C-20066410, C-20066411 and C-20066412) and AT&T
(C-20066413). CWA alleges that Verizon and AT&T possibly engaged in “unreasonable utility
practices” if they participated in “the NSA’s domestic wiretapping program.” The o
Commission’s Secretary’s Burean served copies of the complaints on the appropriate

respondents.

On June 20, 2006, Verizon filed in regard to the complaints at docket numbers

C-20066410, C-20066411 and C-20066412, preliminary objections and a “response”.

Also on June 20, 2006, Verizon filed at the aforementioned docket numbérs, a
motion for the admission pro hac vice of Leigh A. Hyer, Esquire. No timely objections to the

motion for admission pro hac vice were filed. Verizon’s motion for the admission pro hac vice

of Leigh A. Hyer, Esquire 15 granted.

On June 22, 2006, AT&T filed an answer and preliminary objection in the nature
of amotion to dismiss CWA’s complaint at docket number C-20066413.

CWA did not file a timely answer or response to either the preliminary objections
of Verizon or the preliminary objection in the nature of a motion to dismiss of AT&T. Talso

note that CWA did not file a request for an extension of time to file an answer or response.




II1. Consolidation of complaints

Commission rules provide in pertinent part:
§5.81 Consolidation.

(a)  The Commission or presiding officer, with or without
motion, may order proceedings involving a common question of
law or fact to be consolidated. The Commission or presiding
officer may make orders concerning the conduct of the proceeding
as may avoid unnecessary costs or delay.

52 Pa. Code §5.81(a). The ACLU and CWA complaints involve common questions of law and
fact. I am therefore consolidating the ACLU and CWA complaints for the purpose of
adjudicating this matter.

DISCUSSION

The basis of ACLU’s complaint is principally an article that appeared in US4
Today on May 11, 2006, as well as articles that appeared shortly thereafter in the New York
Times and Wall Street Journal. Complaint at 8-10, 12. Based on those articles, ACLU alieges
that it believes that since September 11, 2001, AT&T and Verizon violated 52 Pa. Code §63.135
by voluntarily disclosing to the NSA, (and not requiring it to produce a search warrant or court
order), the personal calling patterns of millions of Pennsylvania customers, including telephone
numbers called, time, date and direction of calls. Id. at 2, 9, 13. ACLU also alleges that it
“reasonably believe[s]” that the other respondents named in its complaint have and are
comﬁlitting the same violation. Id. at 13. ACLU further alleges that with the information
provided by respondents, the NSA “can easily determine the names and addresses associated
with these calls by cross-referencing other readily available datﬁbases.” Id. at2,9. ACLU
requests that the Commission order respondents to: (1) provide ACLU and the Commission with

a complete accounting of any and all releases of customer information to the NSA or any other




' foderal or state law enforcement agency” that was not compelled by court order or warrant; (2)
cease and desist from reieasing customer calling information to the NSA or other law
enforcement agencies without court order or warrant; and (3) take such steps as are necessary to
comply with Pennsylvania law. Id. at 14. ACLU also seeks “such other relief as the

Commission may deem necessary and proper.” Id. at 14.

CWA indicates that its complaints are based on “official statements and press
releases” regarding “the NSA’s domestic wiretapping program.” CWA alleges that Verizon and
AT&T possibly engaged in “‘unreasonable utility practices” if they participated in the NSA’s
domestic wiretapping program. CWA requests that the Commission investigate whether
respondents are “cooperating in Pennsylvania, with the National Security Agency’s (N SA)
warrantless domestic wiretapping program.” Specifically, CWA requests that the Commissiqn,

“use its statutory authority” to compel respondents to answer four questions. Those four

questions are:

1. [Have respondents] provided NSA with unwarranted access to
call records, e-mail records and unwarranted access to
[respondents’] facilities in Pennsylvania?®

2. [Have respondents] allowed the NSA to tap calls and read e-
mails of [respondents’] customers in Pennsylvania?

3. [Have respondents] provided data mining samples of telephone
calls and e-mails to NSA?

4. [Have respondents] allowed telephone and e-mail data to be
directly sampled by NSA?

See, attachments to CWA’s completed formal complaint forms.

In its preliminary objection in the nature of 2 motion to dismiss the complaints of

ACLU and CWA, AT&T argues that the Commission lacks jurisdiction to hear the complaints.

4 My references in this Initial Decision to “the NSA” includes any other law enforcement and
governmental agencies which complainants allege may have received customer calling information from

respondents. :
The question marks after the questions were supplied. In the attachments to the complaints, the

questions were punctuated with periods.




AT&T asserts that at the core of complainants’ complaints are significant legal issues governed
exclusively by federal law which divests the states of any power to act. AT&T Motion at 1-2.
Those significant legal issues according to AT&T are: (1) the scope of authority of the Executive
Branch of the United States government to conduct intelligence-gathering activities in
ﬁirtherance of national security; and (2) the ability of the United States to protect classified

information. Id. at 1.

AT&T asserts that at least two federal statutes, 18 U.S.C. §798 and 50 U.S.C.
§402 (§6 of the Natiénal Security Agency Act of 1959), preempt proceedings before the
Conunission on the complaints. Id. at 10. AT&T notes that 18 U.S.C. §798 makes it a felony to
“knowingly and willfully communicate, furnish, transmit, or otherwise make available to an
unauthorized person, or publish, or use in any manner prejudicial to the safety or interest of the
United States,...any classified information...concerning the communication intelligence
activities of the United States.” Id. at 11. And AT&T notes that §6 of the National Secﬁﬁty
Agency Act (“the Act”) prohibits the disclosure of any information regarding the activities of the
NSA. Id. at 12. Specifically, the Act provides that “nothing in this Act or any other law...shall
be construed to require the disclosure of the organization or any ﬂnlction of the National Security
Agency, of any informa_tioﬁ with respect to the activities thereof, or of the names, titles, salaries,

or number of persons employed by such agency.” 50 U.S.C. §402. Id. at 12.

AT&T emphasizes that “[tJhe United States has repeatedly emphasized that the
NSA program and all of its operational details, including the existence or non-existence of
participation by particular telecommunication carriers, is highly classified.” Id. at 11. AT&T
avers that the United States Department of Justice sent it a letter dated June 14, 2006, wamning it
that “responding to subpoenas [issued by the New Jersey Attorney General] — including by
disclosing whether or to what extent-any responsive materials exist — would violate federal laws
and BExecutive Orders.” Id. at 8. AT&T argues that therefore it would violate federal criminal
statutes if it participated in any state investigation, as it would be required, at a minimum, to

disclose whether it was in possession of relevant information. Id. at 12.

AT&T points out that the Federal Communications Commission (FCC) declined

to undertake an investigation after it determined that any investigation would require the




production of classified information relating to NSA activities, and that it, the FCC, lacks the
authority to compel the production of classified information. Id. at 13. AT&T opines that the

Commission should make the same determination in regard to the present complaints. Id.

AT&T argues that a Commission investigation into the complaints of ACLU and
CWA is also barred by the state secrets privilege, the Totten rule, the Communication Assistance
to Law BEnforcement Act (CALEA) and the Foreign Intelligence Act (FISA). Citing Ellsberg v.
Mitchell, 709 F.2d 51, 57 (D.C. Cir. 1983), AT&T explains that “[t]he state secrets privilege is a
constitutionally-based privilege belonging exclusively to the federal government that protects
any information whose disclosure would result in impairment of the nation’s defense
capabilities.” AT&T Motion at 14. The Totten rule, according to AT&T, provides that “the |
existence of a contract for secret services with the government is itself a fact not to be disclqsgd.”
Totten v. United States, 92 T.S. 105, 107 (1875). Id. at 17. And AT&T states that CALEA,_ 47

U.S.C. §1001 et seq., provides at §1002(a) that, with certain exceptions, “a te]econnnﬁnice_;tions _

carrier shall ensure that its equipment, facilities, or services that provide a customer or subscriber
with the ability to originate, terminate, or direct communications are capable of, among other
things, expeditiously isolating and enabling the government to intercept wire and electronic .
communications of a particular subscriber and expeditiously isolating and er;abling the
government...to access call-identifying information that is reasonably available to the carrier.”
Id. at 19. AT&T also explahls.that FISA “authorizes the federal government to obtain an order
directing telecommunications carriers to assist in foreign intelligence surveillance activities and
to preserve the secrecy of such surveillance activities.” 50 U.S.C. §§1804(a)(4) and 1805(c)(2).
Id. at 21. AT&T also reminds us that the Commission does not have jurisdiction under the
Wiretapping and Electronic Surveillance Control Act, 18 Pa.C.S. §§5701-5781, to determine the
legality of clectronic surveillance. McClellan v. PUC, 634 A.2d 686, 159 Pa. Commw. 675

(1993). Id. at 22-23. Such jurisdiction rests in the court of common pleas, asserts AT&T. Id.

Verizon in its preliminary objections argues that the complaints of ACLU and
CWA should be rejected because they: (1) request relief beyond the Commission’s authority to
grant; and (2) are legally insufficient. Verizon PO at 1. In support of its preliminary objections
Verizon, like AT&T, point to the FCC’s refusal to investigate the alleged violations due to the
classified nature of the NSA’s activities. Id. at 2. Verizon also notes that it (like AT&T) was
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sent a letter by the United States Department of Justice warmning it that responding to the New
Jersey Attorney General’s subpoena “would be inconsistent with and preempted by federal law.”
Id. at 2-3. Consequently, according to Verizon, because national security is implicated, the
Commission will be unable to adduce any facts relating to the claims of ACLU and CWA and

' thus will be unable to resolve the issues raised in the requests of ACLU and CWA. Id. at 3.

Verizon admits that it “cooperates with national security and law enforcement
requests within the bounds <‘)f the law.” Id. at 6. It argues that “[t]The Wiretap Act, FISA, the
Electronic Communications Privacy Act, and the Telecommunications Act all contain exceptions
to the general prohibitions against disclosure and expressly authorize disclosure to or cooperation
with the government in a variety of circumstances.” Id. at 7 (footnote omitted). Verizon also
argues that “these laws provide that ‘no cause of actjon shall lie’ against those providing
assistance pursuant to these authorizations, and also that ‘good faith reliance’ on statutory
authorizations, court orders, and other specified items constitutes ‘a complete defense against
any civil or criminal action brought under this chapter or any other Jaw.™ Id. (footnotes omitted).

Citing Camacho v. Autor, de Tel. de Puerto Rico, 868 F.2d 482, 487-88 (1% Cir. 1989), Verizon

asserts that “[t]o the extent that state laws do not contain similar éxcepti'ons or authorizations,
they are preempted.” Id. Verizon opines that an investigation into the matters raised by
complainants would require the Commission to interpret and enforce federal statutes governing

national security matters, and that the Commission lacks such authority. Id. at 8.

In concluding its argument in support of its preliminary objections, Verizon states

as follows:

In sum, there is no basis to assume that Verizon has violated the
law. Further, Verizon is precluded by federal law from providing
information about its cooperation, if any, with this national
security matter. Verizon accordingly cannot confirm or deny
cooperation in such a program or the receipt of any government
authorizations or certifications, let alone provide the other
information [complainants] suggest that the Commission request.
As a result, there would be no evidence for the Commission to
consider in any investigation. Moreover, neither the federal nor
state wiretapping and surveillance statutes authorizes or
contemplates investigations or enforcement proceedings by the
Comimission to determine the lawfulness of any national security

9




Id. at 8-9.

program or of any party’s alleged participation in it. Nor does the
Commission possess the practical tools and ability to construe and
enforce state and/or federal criminal statutes, consistent with all
constitutional rights and protections. Accordingly, even if the
Commission could inquire into the facts —and as discussed above
it cannot — the Commission lacks the authority or jurisdiction to
investigate or resolve [complainants’] allegations. Instead, '
ongoing Congressional oversight through the Senate and House
Intelligence committees, as well as the pending proceedings in
federal court that will consider the state secrets issues, are more
appropriate forums for addressing any issues related to this
national security program.

In its response to the preliminary objections of AT&T and Verizon, ACLU asserts

fhat the Commission does have jurisdiction to hear its complaint. ACLU Response at 6. Citing
66 Pa. C.S. §3019(d) and 52 Pa. Code §63.135(2), ACLU argues that Pennsylvania law expressly
protects the privacy of customer information. Id. Section 3019(d) of the Public Utility Code, 66

Pa.C.S. §3019(d), provides:

§3019. Additional powers and duties

* * %

(d)  Privacy of customer information.-

(1) Except as otherwise provided in this subsection. a
telecommunications carrier may not disclose to any person
information relating to any customer’s patterns of use,
equipment and network information and any accumulated
records about customers with the exception of name, address
and telephone number. ‘

(2) A telecommunications carrier may disclose such
information: '

(i) Pursuant to a court order or where otherwise
required by Federal or State law.

10




(ii) To the carrier’s affiliates, agents, contractors or
vendors and other telecommunications carriers or
interexchange telecommunications carriers as
permitted by Federal or State law.

(i) Where the information consists of aggregate
data which does not identify individual customers.

66 Pa.C.S. §3019(d) (emphasis supplied).

And Section 63.135(2)_ of Title 52 of the Pernsylvania Code, 52 Pa. Code
§63.135(2), provides:

§ 63.135. Customer information.

This section describes procedures for determining employe
access to customer information and the purposes for which this
information may be used by employes responding to requests for
‘customer information from persons outside the telephone company
and the recording of use and disclosure of customer information.

* ok k

(2)  Requests from the public. Customer infoimation
that is not subject to public availability may not be disclosed
to persons outside the telephone company or to subsidiaries

or affiliates of the telephone company. except n limited
instances which are a necessary incident to:

1) The provision of service.

(i)  The protection of the legal rights or property
of the telephone company where the action is taken in
the normal course of an employe’s activities.

(iii)  The protection of the telephone company, an

interconnecting carrier, a customer or user of service
from fraudulent, unlawful or abusive use of service.

11




(iv) A disclosure that is required by a valid
subpoena, search warrant, court order or other lawful

PIOCESS.

(v) A disclosure that is requested or consented to
by the customer or the customer’s attomey, agent,
employe or other authorized representative.

(vi) A disclosure request that is required or
permitted by law, including the regulations, decisions
or orders of a regulatory agency.

(vii) A disclosure to sovernmental entities if the
customer has consented to the disclosure, the

disclosure is required by a subpoena, warrant or court
order or disclosure ig made as part of telephone
company Service.

52 Pa. Code §63.135(2) (emphasis supplied).

ACLU clarifies that it seeks an investigation into: (1) whether respondents
received a request for information; and (2) whether responding to the request would run afoul of
Pennsylvania law, as enforced by the Commission. Id. at 6-7. ACLU opines that after the -
Commission reso.lves those two issues, it can then decide whether ACLU’s request for relief is
'app:ropriéte. Jd. (In its request for relief included in its complaint, ACLU asks the Commission
to order respondents to: (1) provide ACLU and the Commission with a complete accounting of
any and all releases of customer information to the NSA or any other federal or state law
enforcement agency that was not compelled by court order or warrant; (2) cease and desist from
releasing customer calling information to the NSA or other law enforcement agencies without
‘court order or warrant; and (3) take such steps as are necessary to comply with Pennsylvania

law.)
ACLU further explains that:

Complainants do not ask the Commission to determine whether the
NSA is entitled to make the reported demands for consumer
telephone records — indeed, Complainant ACLU has pursued those
claims against the NSA in a separate federal court action.
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Complainants’ primary request in this forum is an “accounting of
any and all releases of customer information to the NSA or any
other federal or state law enforcement agency that was not
compelled by court order or warrant.”

Id. at 12.

ACLU argues that by disclosing whether or not they disclosed customer
informafion to the NSA or another U.S. government agency, respondents would not be divulging
classified information. Id. at 7. ACLU notes that Qwest Communications Corporation and
BellSouth Corporation have divulged that they did not disclose customer information to the
NSA, and they have not been prosecuted for the disclosure. Id. ACLU asserts that because the
U.S. President has publicly defended the legality of the NSA program, respondents would not be
divulging classified information if they disclose whether or not they are participating in the

program. Id. at 7-8.

ACLU also argues that respondents refer to inapplicable law in support of their
preliminary objections. ACLU notes for example that the Totten rule does not apply in this case
because ACLU is not seeking to enforce or interpret terms of an espionage agreement. Id. at 8.
ACLU also asserts that the state secrets privilege does not apply in this case because this
privilege can only be asserted by a U.S. government department head, and no U.S. government

department head has intervened in this case and asserted such a privilege. Id. at 9-10.

In conclusion, ACLU argues that “[t]he complaint before the Commission focuses
on the Respondents’ conduct, not the NSA’s, and is therefore entirely within the jurisdiction of

the COmmission.” Id. at 13-14.

The power of the Commission is statutory; the legislative grant of power to act in
any particular case must be clear. City of Philadelphia v. Philadelphia Electric Company, 473
A.2d 997, 1000 (Pa. 1984). The authority of the Commission must arise eifher from express
- words of pertinent statutes or by strong and necessary implication therefrom. Id. at 999. The
Commission’s statutory authority to regulate the rates and service of public utilities that provide

service in Pennsylvania is found in the Public Utility Code, 66 Pa.C.S. §§101 - 3316. The Public
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Utility Code does not confer upon the Commission an exclusive jurisdiction to decide all matters

involving regulated public utilities. Virgilli v. Southwestern Pennsylvania Water Authority, 427
A.2d 1251,1253, 58 Pa. Commw. 340 (1981). For example, as AT&T indicated in its
preliminary objections, the Commission does not have jurisdiction over matters involving

allegations of illegal wiretapping. McClellan v. PUC, 634 A.24 686, 688, 159 Pa. Commw. 675

(1993). The Wiretapping and Electronics Surveillance Control Act, 18 Pa.C.S. §§ 5701-5781,

gives the courts exclusive power to determine the legality of electronic surveillance. Id.

In the present case, ACLU alleges that AT&T, Verizon and the other
telecommunications carriers named in its complaint, may have violated Pennsylvania public
utility law (specifically, 66 Pa. C.S. §3019(d)6 and 52 Pa. Code §63.135(2)) if they gave the NSA
information regarding the balling patterns of Pennsylvania customers without requiring a search
warrant or court order before disclosing the information. ACLU asks that the Commission oi)en
an investigation into the matter. In such an investigation, ACLU asks that the Commission first
compel respondents to admit or deny that they disclosed to the NSA information regarding the
calling patterns of Pennsylvania customers, without requiring a search warrant or court order. If
respondents answer “yes,” ACLU asks that the Commission then determine whether
respondents’ actions violated Pennsylvania public utilitj law. If the Commission determines that
it does, ACLU asks that the Commission then grant its requested relief. The relief requested by
ACLU is that respondents be ordered to: (1) provide ACLU and the Commission with a
complete accounting of the customer information it provided to the NSA; and (2) cease and
desist from prov“iding the information unless a court order or search warrant is produced. ACLU
emphasizes that it wants to focus on the conduct of the telecommunications carriers in this

proceeding before the Commission, while focusing on the conduct of the NSA in its proceeding

=

~ before the federal court.

However, in this matter in which the overarching issue of national security has
been raised, the conduct of the telecommunications carriers and the conduct of the NSA are
inextricably intertwined. Although the complaints are narrowly drawn to test Permsylvania

regulatory authority, the questions involved in this matter are in fact larger in scope than just

8 ACLU did not refer to this Statute in its complaint, but it did refer to it in its response to the
preliminary objections. :
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whether the telecommunications carriers, wﬁo are the subject of the present complaints, violated
the Public Utility Code and Commission regulations. Matters of national security are implicated
in this proceeding. There is no indication in the Public Utility Code or the Commission’s
regulations governing the protection of customer information, that the Pennsylvama Legislature
intended that the Commission would decide matters of national security. Nor is there any federal
law bestowing such authority upon the Commission. The Commission clearly does not have the
experience, expertisc and competence to adjudicate cases involving questions of national
security. The federal courts however, clearly do have the experience, expertise and competence

to handle cases with national security implications.

AT&T and Verizon aver that they are prohibited by federal law governing
national security matters from even admitting or denying whether they are providing customer
information to the NSA. AT&T and Verizon claim that the U.S. Department of Justice has
warned them that their disclosure of whether or not they are participating in any NSA-led
surveillance program would be violative of federal law governing national security matters. So
as a threshold matter, a determination would have to be made in this case as to whether the
Commission has the authority to determine whether or not respondents refusal to comment on
whether they are providing customer calling information to the NSA is a matter of national
security. And as ACLU indicates, the Commission would first have to determine that the
disclosure would not be a matter of national security before it could compel respondents to
disclose whether or not they have provided or are providing the NSA with customer calling
. information. As AT&T and Verizon have noted,' the President of the United States, the Director
of National Intelligence and the Director of the NSA all say that this is a matter of national
Secﬁrity. ACLU says that itisnot a matter.of national security. ACLU indicates that its
interpretation of federal law is that because the United States President has defended the legality
of the NSA pro éram, and because other telecommunications carriers have disclosed their non-
involvement in the NSA program and have not been prosecuted, AT&T and Verizon would not
violate national security restrictions by disclosing whether or not 'they are involved in the NSA
program. However, I agree with Verizon that the Commission does not have the authority to
construe and interpret federal law governing national security matters. I therefore find that the

Commission does not have the authority to determine whether or not respondents’ refusal to
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comment on whether they are providing customer calling information to the NSA is a matter of

national security.

The Commission could not in this case decide the question of whether
Pennsylvania public utility law was violated, in a vacuum. It would first be required to compel
respondents to divulge whether or not they are providing customer calling information to the '
NSA. For the reasons provided herein, I find that the Commission does not have the authority to

compel respondents to disclose that information over their claims of national security

prohibitions.

While complainants allege in this proceeding that respondents possibly violated
Pennsylvania public utility law if they provided customer calling information to the NSA without
a warrant or court order, the overarching issue is whether any cooperation between the NSA and
respondents involving customer calling information was legal consistent with federal law
concerning matters of alleged national security. A federal court may provide ACLU with the
investigation, determinations and relief that it has requested in its complaint before the
Commission. If a federal court decides that the matter of respondents’ copperation or non-
cooperation with the NSA in providing customer calling information is a matter of national .
security, then the inquiry inay end there. However, if a federal court decides that it is not a
matter of national security or that information may be provided under adequate protections and
precautions, then a federal court may: (1) compel respondents to disclose whether or not they are
giving the NSA customer calliﬁg information without requiring a search warrant or court order;
(2) order respondents to provide to ACLU a complete accounting of any customer information
respondents provided to the NSA without requiring a search warrant or court order; and (3) order
respondents to cease and desist from providing any customer information to the NSA without
requiring a search warrant or court order, if the federal court determines that the law requires
such a process to be followed. The only aspect of ACLU’s complaint that a federal court may or
may not address is whether respondents violated Pennsylvania public utility law if they provided
customer information to the NSA withouf requiring a search warrant or court order. However,
again, the overarching question is whether federal law was violated if respondents prbvided
customer calling mformation to the NSA without requiring a search warrant or court order. A

federal court, and not the Commission, has jurisdiction to adjudicate that issue. (A case in which
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the plaintiffs allege that AT&T is collaborating with the NSA in a massive warrantless
surveillance program that illegally tracks the domestic and foreign commum'catibn records of
millions of Americans, is proceeding in federal court after the federal court denied the motions of
the U.S. government and AT&T to dismiss the lawsuit.) See, Hepting, et al. v. AT&T Corp., et
al.”, Case No. C-06-672 VRW (N.D. Cal.} (July 20, 2006). For all of the foregoing reasons, I
will grant the preliminary objections of AT&T and Verizon and dismiss the complaint of ACLU.

Assuming arguendo that the Commission has some decision-making authority in
regard to this matter, it would only come after a federal court with binding authority over the
Commission, decided: (1) that this is not a matter of national security; (2) that respondents may
be compelled to disclose the nature and extent of any customer information they have provided
or are providing to the NSA; and (3) that the Commission may decide whether Pennsylvania
public utility law was violated if ‘any customer information was provided without a search
warrant or court order. If that should occur, then complainants may, if they so choose, file a new

complaint based on such a federal court decision.

As earlier noted, ACLU’s complaint was also filed against CTSI'and -
InfoHighway. In its answer to the complaint, CTST avers that it has never been contacted by the
NSA and that it has not provided customer calling information to the NSA. InfoHi ghway’s
Chairman, Mr. Ginsberg, filed a letter in lieu of an answer to the complaint. In his letter Mr.
Ginsberg similarly avers that InfoHighway has: (1) never been contacted by the NSA and asked
to provide customer calling information or private calling records for any customer; (2) never ‘
provided any information to any goVemmehtal agency with respect to any of the account
numbers listed in Exhibit B of the complaint; and (3) never provided any information to any
governmental authority without being compelled to do so by a valid subpoena or court order.
When ACLU received similar answers to its complaint from Denver & Ephrata Telephone &
Telegraph Company and Buffalo Valley Telephone Company, albeit those answers were also

accompanied by preliminary objections, ACLU withdrew its complaint as to those

7 In another federal court case involving similar allegations as in Hepting, but focused on AT&T’s

1llinois customers, the federal court held that due to the operation of the “states secrets privilege,” the plaintiffs
could not obtain through discovery the information they needed (regarding any submissions by AT&T of customer
calling records to the U.S. government) to prove their standing to sue for prospective relief. The court consequently
dismissed the complaint. See, Terkel et al. v. AT&T Corp.. etal., Case No. 06 C 2837 (N.D. 111} (July 25, 2006).

17




telecommunications carriers.” See, answers to complaint filed by Denver & Ephrata Telephone
& Telegraph Company and Buffalo Valley Telephone Company. The record does not indicate
why ACLU has not withdrawn its complaint as to CTSI and InfoHighway. However, because
ACLU’s complaint against CTSI and InfoHighway, like its complaint against the other
remaining respondents, raises matters of national security over which the Commission has no

jurisdiction, I will dismiss the complaint as to CTSI and InfoHighway.

Tn its complaints, CWA alleges that Verizon and AT&T possibly engaged in
unreasonable utility practices if they participated in the NSA’s “domestic wiretapping program.”
CWA asks the Co:mmissibn to open an investigation, and using its “statutory authority” compel
respondents to answer questions regarding the nature and extent of their cooperation with the
NSA, if any. As previously stated, the Commission does not have jurisdiction over all matters
involving regulated public utilities. And as also previously stated, the Commission does not
have jurisdiction over matters involving allegations of illegal wiretapping. See, McClellan v.
PUC, 634 A.2d 686, 688, 159 Pa. Commw. 675 (1993). Nor does the Commission have
jurisdiction over matters of alleged national security, for the reasons stated above. The
Commission does not have the authority to determine whether or not respondents’ refusal to
comment on whether they are providing cﬁsto_mer information to the NSA is a matter of national
security. Nor does the Commission have the authority to compel respondents to disclose
whether or not they have provided or are providing customer information to the NSA.
Consequently, the Commission does not have the authority to compel respondent to answer the
four questions posed in CWA’s complaints regarding the nature and extent of respondents’
cooperation with the NSA, if any. Therefore, for all of the foregoing reasons, I will grant the
~preliminary objections of AT&T and Verizon and dismiss the complaints of CWA.

My dismissal of CWA’s complaints, like my dismissal of ACLU’s complants, 1s
without prejudice to the right of CWA to file neW_ complaints if it obtains a federal court
decision, that is binding on the Commission, which holds: (1) that this is not a matter of national
security; (2) that respondent telecommunications carriers may be compelled to disclose the-

nature and extent of any customer calling information they have provided to and/or are providing

_ 8 The record does not reflect why ACLU withdrew its complaint against United Telephone
Company of Pennsylvania d/b/a Embarq Pennsylvania, which did not file an answer to the complaint.
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to the NSA; and (3) that the Commission may decide whether Pennsylvania public ufility law

was violated if any customer calling information was provided without a search warrant or court

order. -
ORDER
THEREFORE,
IT IS ORDERED:
1. That the preliminary objections of AT&T Communicafions of
Pennsylvania LLC are granted.
2. That tﬁe preliminary objections of Verizon Pennsylvania Inc., Verizon

North Inc. and Verizon Select Services Inc. are granted.

3. That the motion of Verizon Pennsylvania Inc., Verizon North Inc. and

Verizon Select Services Inc. for the admission pro hac vice of Leigh A. Hyer, Esquire 1s granted.

4. That the complaint of American Civil Liberties Union of Pennsylvania, et
al. against AT&T Communications of Pennsylvania LLC at docket no. C-20066397 is dismissed.

5‘. That the complaints of American Civil Liberties Union of Pennsylvania, et
al. against Verizon Pennsylvania Inc. at docket no. C-20066398, and Verizon North Inc. at |
docket no. C-20066399 are dismissed.

6. That the complaint of American Civil Liberties Union of Pennsylvania, et
al. against CTSI, LLC at docket no. C-20066401 is dismissed.

7. That the compiaint of American Civil Liberties Union of Pennsylvania, et
al. against ARC Networks Inc. d/b/a InfoHighway Communications at docket no. C-20066404 1s

dismissed.
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8.‘ That the complaints of District 13 of the Communications Workers of
America and its Assistant to the Vice President, Terrance T. Tipping, against Verizon
Pennsylvania Inc. at docket no. C-2006641 0, Verizon North Inc. at docket no. C-20066411 and
Verizon Select Services Inc. at docket no. C-20066412, are dismissed.

9. That the complaint of District 13 of the Communications Workers of

America and its Assistant to the Vice President, Terrance T. Tipping, against AT&T
Communications of Pennsylvania LLC at docket no.C-20066413 is dismissed.

10.  That the complaints of American Civil Liberties Union of Pennsylvania, et
al. and District 13 of the Communications Workers of America and its Assistant to the Vice
President, Terrance T. Tipping, are dismissed without prejudice to their right to file new
complaints if they should obtain a federal court decision, that is binding on the Commission,
which holds: (1) that this is not a matter of national security; (2) that respbndent
telecommunications carriers may be compelled to disclose the nature and extent of any customer
calling information they have provided to and/or are providing to the National Security Agency
or other government law enforcement agency; and (3) that the Commission may decide whether
Pennsylvania public utility law was violated if any customer calling information was provided

without a search warrant or court order.

11. That these cases be marked closed.

4% ,@//mm/t,«ﬁ.

&harlcs E. Rainey, Jr
Administrative Law Judge

Date: August 16, 2006
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